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Introduction to Networking 

Network security is a complicated subject, historically only tackled by well-trained and experienced experts. However, as more and more people become ``wired'', an increasing number of people need to understand the basics of security in a networked world.  The most important concept to consider is what exactly is a computer network. [1] A computer network is simply a system of interconnected computers. There are various types of computer networks.  The largest and best known computer network currently used is the Internet. This is a truly global network with users ranging from large corporations to personal home users. 

The Internet 

As already stated the internet is the worlds largest network. More correctly it is a network of networks governed by a protocol known as TCP/IP. TCP/IP (Transport Control Protocol/Internet Protocol) is the ``language'' of the Internet. IP is a ``network layer'' protocol. This is the layer that allows the hosts to actually ``talk'' to each other. Such things as carrying datagrams, mapping the Internet address (such as 10.2.3.4) to a physical network address (such as 08:00:69:0a:ca:8f), and routing, which takes care of making sure that all of the devices that have Internet connectivity can find the way to each other. TCP is a transport-layer protocol.and sits atop IP. This combination is collectively known as TCP/IP.  Information to be sent around the Internet is broken down into packets. A mechanism called Guaranteed Packet Delivery prompts the reciever to acknowledge each packet that is received. If a packet is not received it is resent by the source.

The ISO/OSI Reference Model 

An alternative to TCP/IP is the ISO/OSI Reference Model. It is best used as theoretical guide as to how information is transmitted throughout a network. This protocol consists of seven “layers” of communications types, and the interfaces among them. (See Figure 1.) Each layer depends on the services provided by the layer below it, all the way down to the physical network hardware, such as the computer's network interface card, and the wires that connect the cards together. Each layer cannot work without the services provided by the layer below it. These layers can be vunerable to attacks.

Figure 1: The ISO/OSI Reference Model
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Attacks Against Internet Protocols 

A number of attacks against IP are possible. Typically, these exploit the fact that IP does not perform a robust mechanism for authentication , which is proving that a packet came from where it claims it did. Such attacks are listed below.

1. IP Spoofing. 

This is where one host claims to have the IP address of another, allowing an attacker to forge the origins of a given packet.

2. IP Session Hijacking. 

IP Session Hijacking is an attack whereby a user's session is taken over, being in the control of the attacker. [2]. 

3. Denial-of-Service 

DoS (Denial-of-Service) attacks are simple in nature: they involve sending more requests to the machine (such as a server) than it can handle. If the host is able to answer 20 requests per second, and the attacker is sending 50 per second, obviously the host will be unable to service all of the attacker's requests, much less any legitimate requests. 

For example, Denial of Service attacks have brought considerable embarrassment to Yahoo and E-Bay, two of the worlds leading Internet firms.

4. Confidentiality Breaches 

The compromise of a normal user's account on the machine can be enough to cause damage. Perhaps in the form of PR, or obtaining information that can be used against the company, etc. eg. accessing credit card details.

5. Destructive Behavior 

Among the destructive sorts of break-ins and attacks, there are two major categories. 

Data Diddling. 

This is when information is altered in some way once access has been obtained by an attacker.

Data Destruction. 

Many attacks simply take the form of data deletion.

Point of Attack

An attacker gain access to your equipment through any connection that you have to the outside world. This includes Internet connections, dial-up modems, and even physical access.  With  “Always On” Internet connections only just around the corner this shall become a big issue for all PC users. 

Preventative Measures 

· Keep backups 

· Avoid systems with single points of failure 

· Stay current with relevant operating system patches 

· Have someone on staff be familiar with security practices 

· Firewalls

Firewalls 

A firewall is simply a group of components that collectively form a barrier between two networks, eg. Between a company’s Local Area Network and the Internet. There are a few different types[3].

Bastion host. 

A general-purpose computer used to control access between the internal (private) network (intranet) and the Internet (or any other untrusted network).  Often this is a UNIX based machine with basic functionality enabled.

Router. 

A special purpose computer for connecting networks together. 

Access Control List (ACL). 

These can be employed to limit the sorts of packets that are allowed to come in and go out of a given network via a given router according to a preset list. 

Demilitarized Zone (DMZ). 

The DMZ is a critical part of a firewall: it is a network that is neither part of the untrusted network, nor part of the trusted network but acts as a neutral zone between them. 

Proxy. 

This is the process of having one host act in behalf of another. It allows all hosts on the intranet access resources on the Internet without having the ability to direct talk to the Internet. 

Types of Firewalls 

There are three basic types of firewalls [4], and we'll consider each of them. 

Application Gateways 

The first firewalls were application gateways, and are sometimes known as proxy gateways. These are made up of bastion hosts that run special software to act as a proxy server and runs at the Application Layer of the ISO/OSI Reference Model, hence the name. These are very secure but slow.

Packet Filtering 

Packet filtering is a technique whereby routers have ACLs (Access Control Lists) turned on. There is less overhead in packet filtering than with an application gateway, because the feature of access control is performed at a lower ISO/OSI layer (typically, the transport or session layer). This makes it faster than application gateways but less secure.

Hybrid Systems 

In an attempt to marry the security of the application layer gateways with the flexibility and speed of packet filtering, some vendors have created systems that use the principles of both. 

Cryptography: The Study of Encryption

There are two kinds of cryptosystems: symmetric and asymmetric. Symmetric cryptosystems use the same key (the secret key) to encrypt and decrypt a message, while asymmetric cryptosystems use one key (the public key) to encrypt a message and a different key (the private key) to decrypt it. [4, 8]With Private key encryption when two parties exchange information that's encrypted using symmetric encryption, one uses the private key to encrypt the data while the other uses the exact same private key to decrypt it. The Data Encryption Standard (DES) is an example of private key encryption. Public key encryption, also known as asymmetric encryption, uses two different keys, one public and one private. Each key is mathematically related to the other. What one key does, only the other key can undo. For example, data encrypted by the public key is decrypted by the private key, and vice versa.[7]

DES Encryption 

HOW DOES IT WORK. DES is considered secret key cryptography which "involves the use of a shared key for both encryption by the transmitter and decryption by the receiver." [5] Secret key encryption is generally faster which would accommodate high volumes of data across a local area network (LAN), wide-area network (WAN), or the Internet. DES employs a key length of 64 bits of which 56 bits are used to randomly generate more than 72 quadrillion keys. The encrypted data utilizing this key is called cipher. "Decrypting cipher converts the data back to its original form called plaintext." [6] The same key that was used to cipher the data must be used to decipher the data. Placing the same encryption key on two or more different firewalls across the Internet, will result in the establishment of a secured network or virtual private network (VPN).

Transaction Based Network Security

A transaction can be thought of as a set of events that are committed or rolled back as a unit—either all of the events happen, or none of them do. For example, transferring £100 from your savings account to your checking account requires both subtracting the money from your savings account and adding it to your checking account. To achieve a consistent result, either both operations should occur or neither one should. Network security is a very important part of transaction processing. For example, with the advent of online banking there have instances of  two users logging on simultaneously and being able to view each others accounts. Such mishaps can cause considerable embarrassment to the bank and dent it’s public image.  The term transaction is not limited to banking and can apply to many computer networks especially where database applications persist.

Network Security Legal Issues

A strong legal framework is provided in The Data Protection Act 1984 [10]. It is designed to ensure that information relating to an individual is obtained fairly, kept up to date and stored securely. 

Strong international cooperation is needed to face the global challenges of secure networks and use of cryptography in private and business applications. Legal standards for electronic commercial transactions have not been fully developed and these issues have undergone little review in the courts [6].

· In the field of encryption there is a need to internationally create an infrastructure to support encryption. 

· Digital fingerprinting, a means of time-stamping research data and papers, of witnessing fraud, and of forming non-forgeable digital agreements are now legally binding in many countries including Ireland. [7].

·  Despite the global nature of the information networks, there do not exist global laws or agreements on how to handle conflicts between different legal systems. 

· Cryptography has traditionally been a national-security issue, and several countries, especially the U.S., have placed export controls on cryptography technology. Export controls intend to restrict international availability of this technology and cryptography products. U.S. export controls on cryptography have substantially slowed the proliferation of strong encryption to foreign adversaries over the years. 

· Powerful encryption tools are widely available to people all around the world, and there seems to be nothing that can stop these technologies from spreading, also to criminal use [8]. From the government's point of view, the availability of strong encryption methods to the general public is a threat to public security and safety - terrorists and criminals can communicate freely, since the officials do not have any possibility to decrypt these digital signals. 

· Electronic commerce - the need arises to secure the transactions and establish means to authenticate and provide non-repudiation services for electronic transactions. The legal issues regarding electronic commerce are [6]: 1. contractual writing requirements, legally binding signatures, use of electronic communications as evidence of a contract.

· Fraud - according some law cases in the U.S., even plaintext email messages can be used in court as proof of a contract, even though they are easily forgeable [9]. This is because email is currently already used for binding contracts. 

· Digital copyright - Laws that are presently used to protect the creators and vendors of digital information often predate the development of computer technology, and it is not clear which laws apply to digital information. [10]: digital works are easily copied, with no loss of quality and works can be easily transmitted to other users or be accessed by multiple users. Eg. Napster.

The information age is in a bit of a mess when it comes to understanding who may access what, when, how, and under the control of whom [11]. 
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