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1.1. 
Introduction 

With the Internet becoming increasingly popular as a medium for communication there is a corresponding increase in the level of malevolent behaviour. Much of this has been targeted towards networks. Examples of such incidents such as Denial of Service (DoS) attacks against Yahoo.com and eBay.com, the obtaining of credit card numbers fraudulently and attacks such as the “I Love You Virus” have illustrated that, now more than ever, is there a need for ever greater levels of network security. This applies both to large networks such as the Internet as well as smaller networks such as Local Area Networks (LANs). Much of the problems with network security lie in the protocols upon which these networks are based. The most popular, TCP/IP (the language of the Internet) has many weaknesses, which can be exploited by experienced “hackers”. There are many precautions that an individual can take when at his/her workstation to minimise the risk of becoming a victim of a network security attack. “Most of the time however, the solutions to the security concerns of IP-based protocols for a given system requires administrative effort to properly keep hackers at bay”. [iii]

2. Network Attacks

2.1. Weaknesses in TCP/IP 

TCP/IP (Transport Control Protocol/Internet Protocol) is composed of four layers: Physical, Network, Transport and Application. The Network Layer is the Internet Protocol (IP) layer and as such provides little in the way of security measures. This is usually left up the transport and application layers. Because of this, attacks against IP are a common method of hacking. It is IP that allows hosts to actually “talk” to each other.

2.2. Attacks Against IP 

As already stated the vulnerability of IP makes it a prime candidate for network attacks. Typically, these exploit the fact that IP does not perform a robust mechanism for authentication, which is proving that a packet came from where it claims it did. A packet simply claims to originate from a given address, and there isn't a way to be sure that this is really where the packet came from. Host authentication is carried out in the layers above IP. 

2.2.1. IP Spoofing. 

This is where the host itself claims to have the IP address of a different host. Many systems (such as router access control lists, which shall be discussed later) define which packets may and which packets may not pass based on the sender's IP address. Therefore a hacker can send packets to a host, perhaps causing it to take some sort of action. Also, some applications allow login based on the IP address of the person making the request. [2]

2.2.2. IP Session Hijacking. 

IP Session Hijacking is an attack in which a hacker takes over a user's session is taken over. [3] For example, if the user was reading their email, the attacker can look at the email, and then can execute any commands he wishes as the attacked user. The unsuspecting user simply sees his session dropped, and may simply login again, perhaps not even noticing that the attacker is still logged into his account and carried out activities in the name of the user.  

2.2.3. Denial-of-Service 

DoS (Denial-of-Service) attacks have hit the headlines often in recent months. Despite the somewhat complex name, DoS attacks are simple in nature: they involve sending more requests to the machine (such as a server) than it can handle. If the host is able to answer 30 requests per second, and the attacker is sending 70 per second, obviously the host will be unable to service all of the attacker's requests. For e-commerce sites this could prove very costly. Not only does it cause a loss in earnings due to down time but also causes great public embarrassment to such sites who would usually use their security policies as a selling point to potential customers. 

2.2.4. Unauthorised Access 

If an attacker can gain unauthorised access to a system there is the obvious potential for mischief. The level of activity he can initiate depends on whether he has gained access as a normal user and or has administrator access. A normal user can do a number of things on a system (such as read files, mail them to other people, etc.) that an attacker should not be able to do. For more complex and low-level tasks the attacker requires administrator access. Should he get this there is the potential for wrecking havoc. The attacker could then make configuration changes to a host such as changing its IP address and other network settings. In addition he would be able to have full access to any user’s account on that network. [2,3]

2.3. Point of Attack 

A hacker can gain access through any connection that a network has to the outside world or other networks. With the advent of “Always On” Internet connections only just around the corner, because of the pending ADSL (Assymetric Digital Subscriber Line) technology, this shall become a big issue for all computer users whether they are home users or employees on an Intranet. [iv]

A list of preventative measures is listed below. It is important to note that no one measure on its own can provide adequate protection. This can only come from a combination of these measures, the more the better. In addition, there is no such thing as a 100% secure network. 

2.3.1. Preventative Measures 

· Keep backups 

· Avoid systems with single points of failure 

· Stay current with relevant operating system patches 

· Firewalls

· Cryptography

2.4. Firewalls 

A firewall is simply a group of components that collectively form a barrier between two networks, eg. Between a company’s Local Area Network and the Internet. There are a few different types. [3]

2.4.1. Firewall Components
2.4.1.1. Bastion host. 

A general-purpose computer used to control access between the Intranet and the Internet (or any other untrusted network).  Often this is a UNIX based machine with limited functionality.

2.4.1.2. Router. 

A special purpose computer for connecting networks together. Routers also handle certain functions, such as routing, or managing the traffic on the networks they connect.

2.4.1.3. Access Control List (ACL). 

These can be employed to limit the sorts of packets that are allowed to come in and go out of a given network via a given router according to a preset list. 

2.4.1.4. Demilitarized Zone (DMZ). 

The DMZ is a critical part of a firewall: it is a network that is neither part of the untrusted network, nor part of the trusted network but acts as a neutral zone between them. 
2.4.1.5. Proxy. 

This is the process of having one host act in behalf of another. It allows all hosts on the Intranet access resources on the Internet without having the ability to direct talk to the Internet. 

2.4.2. Types of Firewalls 

There are three basic types of firewall [2], and we'll consider each of them. 

2.4.2.1. Application Gateways 

The first firewalls were application gateways, and are sometimes known as proxy gateways. These are made up of bastion hosts that run special software to act as a proxy server and runs at the Application Layer, hence the name. Clients behind the firewall must be configured in accordance with the proxy sever settings. This type of firewall is very secure but slow as everything must go through the proxy server at the application layer.

2.4.2.2. Packet Filtering 

Packet filtering is a technique whereby routers have ACLs (Access Control Lists) turned on. There is less overhead in packet filtering than with an application gateway, because the feature of access control is performed at a lower layer (typically, the transport or session layer). This makes it faster than application gateways but less secure.

2.4.2.3. Hybrid Systems 

In an attempt to marry the security of the application layer gateways with the flexibility and speed of packet filtering, systems have been created that use the principles of both. An example of this is a system where connections must be authenticated and approved at the application layer. Then the remainder of the connection is passed down to the session layer, where packet filters watch the connection.

2.4.3. Static Versus Dynamic

A further differentiation in firewall types is whether one is static or dynamic. The main difference between them is that static firewalls adhere to the ethos “permit any service unless it is expressly denied or to deny any service unless it is expressly permitted. On the other hand, a dynamic firewall permits/denies any service for when and as long as you want”. [iii]

This ability to adapt to network traffic and design offers a distinctive advantage over the static packet filtering models.

2.4.4. The Flaws in Firewalls

Firewalls cannot filter all the data that goes through to a connection perfectly. For example, “to have a firewall filter and remove every message with the word ‘hacker’, for example, is already possible, but not all of them have the ability to filter applets, which is nowadays a major threat to any protected corporate network”. [iii]

If a hacker connects to a valid service or port on a system inside a firewall, such as the SMTP port, then the hacker can use a valid data attack, or shell commands, to exploit that service. [1]

2.5. Cryptography

Cryptography is the study of encryption technology. There are two kinds of encryption technology or cryptosystems: symmetric and asymmetric. A cryptosystem is simply an algorithm that can convert input data into something unrecognisable (encryption), and convert the unrecognisable data back to its original form (decryption). To encrypt data, enter the data ("plaintext") and an encryption key to the encryption portion of the algorithm. To decrypt the "ciphertext," a proper decryption key is used at the decryption portion of the algorithm. [4] Those keys, which contain simply a string of numbers, are called public key and private key, respectively. Symmetric cryptosystems use the same key (the secret key) to encrypt and decrypt a message, while asymmetric cryptosystems use one key (the public key) to encrypt a message and a different key (the private key) to decrypt it. [4, 6] Below two examples of cryptosystems are illustrated, RSA and DES. 

2.5.1. RSA Algorithm

RSA is a public-key cryptosystem developed by MIT professors: Ronald L. Rivest, Adi Shamir, and Leonard M. Adleman in 1977 in an effort to help ensure Internet security. The algorithm itself was patented until 20 September 2000.Since then however it’s details have been freely available on the Internet to all. The algorithm basically works as follows. 

“For example, suppose John intends to send e-mail to Pat. Through a public-key directory, she finds his public key. Then, she encrypts her message using the key and sends it to Pat. This public key, however, will not decrypt the ciphertext. Knowledge of Pat's public key will not help an eavesdropper. In order for Pat to decrypt his ciphertext, he must use his private key. If Pat wants to respond to John, he encrypts his message using her public key.” [ix]

 The challenge of public-key cryptography is developing a system in which it is impossible to determine the private key. This is accomplished through the use of a one-way function. With a one-way function, it is relatively easy to compute a result given some input values. However, it is extremely difficult, nearly impossible, to determine the original values if you start with the result. In mathematical terms, given x, computing f(x) is easy, but given f(x), computing x is nearly impossible. The one-way function used in RSA is multiplication of prime numbers. It is easy to multiply two big prime numbers, but for most very large primes, it is extremely time-consuming to factor them. “Public-key cryptography uses this function by building a cryptosystem, which uses two large primes to build the private key and the product of those primes to build the public key”.  [ix]

2.5.2. DES Encryption 

DES is considered secret key cryptography which involves the use of a shared key for both encryption by the transmitter and decryption by the receiver. [4] Secret key encryption is generally faster which would accommodate high volumes of data across a local area network (LAN), wide-area network (WAN), or the Internet. DES employs a key length of 64 bits of which 56 bits are used to randomly generate more than 72 quadrillion keys. [5] Placing the same encryption key on two or more different firewalls across the Internet will result in the establishment of a secured network or virtual private network (VPN).

3. Viruses

More than 53,000 virus threats exist today. [vi] The near exponential growth in viruses is partially due to the massive increase in the use of email in recent years. This allows viruses to become distributed around the world in an extremely short space of time. An example is the “I Love You” or “Melissa” viruses, which were spread by email in the last two years. 

Viruses can also be caught off web pages, for example, through Java applets, JavaScript, ActiveX controls, or cookies. The former is a miniature application transported over the Internet, often as an enhancement to a Web page. Java applets are usually only allowed to access certain areas of the user's system but can have destructive effects. ActiveX controls turn Web pages into software pages that perform like any other program launched from a server. JavaScript is potentially hazardous since these environments allow scripts unrestricted access to machine resources (file system, registry, etc.) and application objects. ActiveX controls can have full system access. In most instances this access is legitimate, but one should be cautious of malicious ActiveX applications. Cookies are blocks of text placed in a file on your computer's hard disk. Web sites use cookies to identify users who revisit the site. Cookies might contain login or registration information, shopping cart information or user preferences.

3.1. Protection:

The best protection that one can have from viruses is reputable virus scanner software from a reputable source such as McAffee, Dr. Solomon or Norton. “It is also important to keep this software up to date as 500 new viruses come out each month.” [v].  Even if you have up-to-date software you should encourage system users not to open any files attached to an email from an unknown, suspicious or untrustworthy source, and to scan any floppy disks they use. To combat viruses caught when browsing the Internet you should ensure that the browser settings are set appropriately and that the latest security patches have been installed. In addition it is worth noting that UNIX or Linux operating systems are much more secure against viral attacks (“estimated to have 50 viruses or less” [viii]) than the Windows operating system. It is also more resistant to hacking attempts due to its highly secure structure, which has a more robust administrator configuration than Windows.

4. Conclusion:

One important note often not mentioned in security literature is the cost of cleaning up and investigating an attack after it has happened. In one recent example at the University of Washington a simulation was carried out and “it was calculated that it can took an intruder less than a minute to break into the university's computer via the Internet, and he stayed less than a half an hour. Yet finding out what he did in that time took researchers, on average, more than 34 hours each.” [ii] “Securing a computer is more cost effective than hiring consultants to come in and do the detective work afterward. The costs of such investigations can easily amount to $20,000 per computer.” [i] As Negroponte once said “The information age is in a bit of a mess when it comes to understanding who may access what, when, how, and under the control of whom.” [vii]
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